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ABSTRACT

Deepfake innovation alludes to the modern utilization of
fake insights, especially profound learning calculations,
to make exceedingly practical fake pictures, recordings,
or sound recordings. This innovation has raised critical
concerns due to its potential abuse in spreading
deception, creating occasions, or controlling open figures
appearances and articulations. Deepfake calculations
analyze tremendous sums of information to create
persuading recreations of human faces and voices,
frequently obscuring the line between reality and fiction.
Whereas at first created for true blue purposes such as
amusement and uncommon impacts, deepfakes have
progressively ended up an instrument for malevolent on-
screen characters looking for to misdirect and control.
The moral suggestions encompassing security, assent,
and the disintegration of believing in media and data
are central to the progressing wrangle about over control
and mindful utilization of deepfake innovation.
Deepfake innovation, a quickly advancing range inside
the field of manufactured insights, has gathered critical
consideration and concern due to its potential effect on
society. This survey gives a comprehensive examination
of deep-fake innovation, centering on its basic
standards, improvement, applications, challenges, and
societal suggestions. The review starts by illustrating
the elemental concepts of deep-fake innovation, which
includes the use of profound learning calculations,
especially generative antagonistic systems (GANs), to
make exceedingly reasonable engineered media, such
as recordings and sound recordings.
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INTRODUCTION

DEEPFAKE, amalgamation of deep learning and false content, can
be a preparation that involves face swapping of a face from one
person to a targeted person in a video and turning the face
communicating similar to targeted person and behave like
targeted person uttering those words which actually uttered by
another person. Face swapping unusually on image and video or
manipulation of facial expression is referred as Deepfake
methods1.

The subsection discusses the emerging problem of Deepfake
innovation, which involves making controlled recordings and
images that can deceive individuals and exploit them on the
internet. Deepfakes often involve altering the face of a source
individual in an image or video to resemble another person (the
target). The name "Deepfake" originated from a Reddit channel
known as "Deepfake," which professed to design a machine
learning approach for face-swapping celebrities into adult
content. Deepfake has been misused to produce false news,
blackmail, and the propagation of scams, causing necessary
concerns among analysts. Deepfake uses extend to other areas,
including obscenity, legislative problems, and bullying, where
faces and voices of people are used without consent. Deep
learning frameworks such as autoencoders and GANs (Generative
Antagonistic Systems) are used in Deepfake computations to
replicate and exchange facial features and developments between
individuals. High-profile personalities like politicians, celebrities,
and public figures are popular targets of Deepfake manipulation,
threatening world leaders' reputations and potentially
endangering military personnel through misrepresented
symbolism. In spite of these dangers, Deepfake innovation
moreover appears guarantee in reestablishing misplaced voices
and tending to social media deception. Be that as it may,
understanding Deepfakes comprehensively requires digging into
their beginnings, creation strategies, discovery strategies, and
related challenges. Investigate endeavors are progressively
centered on combating Deepfake-related deception, underscoring
the require for encourage consider and mindfulness of this
advancing technology's impacts.

e Deepfake

Deepfake, combinations of fake and deep learning, are
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mimicking contents where the face of specific subject was
replaced by source individual to produce videos or images of
target person2. Though, production of fake content is
everyone’s knowledge, Deepfake is something that occurs out
of someone's mind which makes these techniques stronger and
almost real employing ML and Al to modify original content to
produce fraud one. Deepfake has an enormous list of
applications like creating fake pornography of popular
celebrities, dissemination of false news, fake politicians' voices,
financial scams even many more. Even though face swapping
method is famous in the movie industry where multiple fake
voices or videos were created as their need but that consumed
enormous time and some level of expertise. But using deep
learning methods, anyone with good computer knowledge and
high config GPU can create reliable fake images or videos.

APPLICATIONS FOR DEEPFAKE
e Negative Application

Deepfake and innovation related to this are extending quickly
in the current for a long time. It has plentiful applications that
are utilized for noxious work against any human being,
particularly against celebrity and political pioneers. There are
a few reasons behind making Deepfake substance that may
well be out of fun but some of the time it is utilized for taking
vindicate, extorting, taking personality of somebody and
numerous more. There are thousands of recordings of
Deepfake and most of them are grown-up recordings of ladies
without their consent!’. Most common utilize of Deepfake
innovation is to form explicit entertainment of well-known
performing artist and it is quickly expanding day by day
extraordinarily @ of Hollywood on-screen characters?.
Additionally, in 2018 a program was built that make a ladies
bare in a single tap, and it broadly went viral for pernicious
purposes to irritate ladies®. Another most noxious utility of
Deepfake is to misuse world pioneers and lawmakers by
making fake recordings of them and some of the time it seems
to have been an incredible hazard for world peace. Nearly all
world pioneer counting Barack Obama, previous president of
USA, Donald trump, running president of USA, Nency Pelosi,
USA based lawmaker, Angela Merkel, German chancellor all
are misused by fake recordings some way or another and

1, Khalid, A., 2019. Deepfake Videos Are a Far, Far Bigger Problem for
Women. [online] Quartz. Available at: [Accessed 25 March 2020].

2 Dickson, E. J. Dickson,” Deepfake Porn Is Still a Threat, Particularly for K-
Pop Stars”. 7 October 2019.

3 James Vincent, “New Al deepfake app creates nude images of women in
seconds”. June 27, 2019.
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indeed Facebook originator Check Zukerberg have confronted
comparable event®. There are too endless utilize of Deepfake in
Craftsmanship, film industry and in social media.

Deepfake technology, which uses artificial intelligence to
generate extremely realistic synthetic media, has generated
serious ethical and security concerns because of the potential
for its misuse in multiple areas.

a. Non-Consensual Pornography

Much of the deepfake content on the internet is
pornographic and usually entails the production of explicit
content with the portrayal of the victims without their
permission. It not only compromises individual privacy but
also causes drastic psychological trauma to victims. As an
example, a survey in 2019 found that 96% of deepfake
pornographic content online targeted individuals without
their consent.

b. Political Manipulation and Disinformation

Deep fakes have been used to create fake speeches or
behaviors of political leaders, thus disseminating
misinformation and undermining democratic elections.
These artificial media can manipulate public opinion and
destroy institutional confidence. For instance, a doctored
clip of U.S. Speaker Nancy Pelosi had her speech adjusted
to portray her as impaired, deceiving the audience about
her functionality.

c. Financial Fraud and Identity Theft

Criminals use deep-fake technology to impersonate
someone and commit high-tech fraud. In one high-profile
case, hackers used Al to create fake audio mimicking the
voice of a CEO to cause the fake transfer of €220,000. These
instances prove the weakness of existing security measures
against such advanced impersonation strategies.

d. Undermining Judicial Processes

The potential for deepfakes to serve as doctored evidence
represents a major danger to the criminal justice system's
integrity. With the power to create believable audio or video,
there is the possibility of unjust accusations or the

4 Joseph Foley,”10 deepfake example that terrified and amused the internet”.
23March, 2020.
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hindrance of the administration of justice.
e. Social Engineering and Cybersecurity Threats

Deepfakes heighten the impact of social engineering attacks
by enabling well-crafted impersonations of reputable
individuals. Deepfakes open the doors for unauthorized
access to confidential data, financial gains, and
undermining the security of an organization. Solving the
problems presents itself in creating innovative detection
tools, legislation that prosecutes for malicious use, and
public outreach efforts to curtail the negative effects of
deep-fake technology.

o Positive Application

Deepfake technology, which utilizes artificial intelligence to
create realistic synthetic media, has garnered attention for its
potential misuse. However, several research studies have
highlighted its positive applications across various sectors:

a. Education and Training

Deepfakes can improve learning experiences through the
animation of historical figures or the development of
interactive Al instructors, making it more immersive and
engaging. Students, for example, can interact with realistic
figures of Martin Luther King Jr. or Marie Curie, which can
enhance science and history classes. In learning situations,
deepfakes enable learners to imagine themselves doing the
task correctly, thus improving the acquisition and memory
of skills. Moreover, studies have shown that customized
training videos with deep-fake copies of students
themselves can accelerate learning, simplify it, and make it
more enjoyable. This method has worked in fields like
fitness training and public speaking.

b. Arts and Entertainment

The culture and arts industry is advantaged by deep-fake
technology through the ability to generate realistic digital
replicas of actors so that innovative storytelling and
bringing back dead characters in the media becomes
possible. For instance, Disney has come up with high-
resolution deep-fake face-swapping technology to advance
visual effects so that it is possible to depict younger versions
of actors or revive dead actors in films.

c. Healthcare
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In medicine, deep-fake technology has potential in patient
education and therapy. Research on nursing students'
attitudes towards deepfakes indicated some potential
advantages, such as the development of realistic training
simulations. Such simulations can give learners immersive
experience without exposing them to real procedures.

d. Digital Immortality

Deepfakes also provide the potential for digital immortality
through the development of interactive copies of deceased
individuals. This use enables family members to interact
with digital copies of their deceased loved ones, keeping
personal histories and legacies intact for generations to
come.

e. Social and Medical Fields

The technology for deepfakes can be leveraged to improve
human relationships and interactions on the internet.
Natural-sounding and -looking virtual assistants, for
example, can be designed to offer companionship or
assistance to people, especially in social and medical
situations. Despite recognizing the dangers of deepfakes,
these studies emphasize the technology's ability to serve the
greater good in many different areas when harnessed
responsibly and ethically GANS can be utilized in different
field to give realistic encounters such as in retail segment,
it can be conceivable to see the genuine item what we see in
shop going physically®. As of late Reuters collaborated with
Al startup Union has made first ever synthesized news
moderator by utilizing fake insights procedures and it was
done utilizing same procedures that's utilized in Deepfakes,
and it would be supportive for personalized news for
people®. Profound generative models also have appeared
incredible conceivable outcomes of improvement in health
care industry. To secure genuine information about
patients and investigate work rather than sharing genuine
information, fanciful information might be created through
this innovation’. Moreover, this innovation has awesome
potential in gathering pledges and mindfulness building by
making videos of celebrated identity who are inquiring to
offer assistance or finance for a few novel works.

> Simon Chandler, Why Deepfakes Are A Net Positive For Humanity.

b why-deepfakes-are-a-net-positive-for- humanity/334b

" Geraint Rees, “Here"s how deepfake technology can actually be a good
thing”.25 November 2019.
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SURVEY OVERVIEW

An online survey was conducted using Google Forms to gather
insights into public perceptions and understanding of deep-fake
technology. The survey targeted a diverse audience, including
professionals, students, and general internet users, to ensure a
broad representation of viewpoints. Respondents were asked
questions related to their awareness of deepfake technology, its
potential applications, ethical concerns, and opinions on
detection and regulation strategies.

The responses were automatically collected and visualized in the
form of pie charts, providing a clear breakdown of opinions and
trends. Key findings from the survey include:

e The percentage of respondents who are familiar with deep-
fake technology.

« The proportion of participants expressing concerns about
its misuse in spreading misinformation or violating privacy.

o Insight into the level of trust in existing detection tools and
the need for regulatory frameworks.

Table No. 1
S.No. Questions Options
1 Have you ever heard of i Yes
: the term Deepfake? ii. No
i. Social media (Facebook, Twitter,
Instagram, etc.)
2 Where did you first ii. News outlets (TV, radio,) online
: hear about deepfakes?  iii.  Friends or family
iv. I haven’t heard about them before
this survey
How often do you i Frequgntly (almost dgﬂy)
ii. Occasionally (a few times a
encounter content that
3. . . month)
you believe might be a .
iii. Rarely (once or twice)
deepfake? .
iv. Never
i. Harmless entertainment (e.g.,
movies, funny videos)
Do you believe ii. Political manipulation or
4. deepfakes are disinformation
primarily used for: iii. Cybercrime and personal attacks
(e.g., fake videos, revenge porn)
iv. Unsure
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i. Very easy

ii. Somewhat easy
iii. Difficult
iv. Almost impossible

In your opinion, how
5. easy is it to detect a
deepfake?

Responses Result

1. Have you ever heard of the term Deepfake ?
161 responses

@ A)yes
®58)No
@ A) Very familiar

2. Where did you first hear about deepfakes?

161 responses

@ A) Social media (Facebook, Twitter,
6.8% Instagram, etc.)

16.
I‘ @ B) News outlets (TV, radio, online)

@ C) Friends or family
@ D) | haven't heard about them before
3. How often do you encounter content that you believe might be a deepfake?
161 responses

this survey

@ A) Frequently (almost daily)

19.9% @ B) Occasionally (a few times a month)
@ C) Rarely (once or twice)
@ D) Never

36.6%
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4. Do you believe deepfakes are primarily used for:

160 responses

@ A) Harmless entertainment (e.g.,
movies, funny videos)

@ B) Political manipulation or
disinformation

@ C) Cybercrime and personal attacks
(e.g., fake videos, revenge porn)

@ D) Unsure

5. In your opinion, how easy is it to detect a deepfake?
160 responses

@® A) Very easy

@ B) Somewhat easy
@ C) Difficult

@ D) Almost impossible

6. Do you think there should be stricter laws regulating the creation and distribution of deepfakes?

160 responses
oA
[ X}
@oc
@D

Based on the 161 responses gathered through the Google Form
survey, the findings offer valuable insights into public awareness

Yes, absolutely
Yes, but only for malicious purposes
No, current laws are sufficient

—_— = -

Unsure
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and understanding of deep-fake technology. The pie chart below
illustrates the distribution of respondents' awareness levels,
highlighting the varying degrees of familiarity with technology.
Most respondents (e.g., 40%) reported having heard of deepfakes
but lacked in-depth knowledge, while a smaller proportion (e.g.,
25%) expressed themselves having a thorough understanding of
technology. Furthermore, concerns about the potential dangers of
deepfakes, such as misinformation and privacy risks, were
prevalent among those surveyed.

This data suggests that while deepfake technology is becoming
more recognized, there is still a significant gap in comprehensive
understanding. Efforts in public education and awareness
campaigns may be necessary to help individuals better navigate
the implications and risks associated with deepfakes.

DEEPFAKE DETECTION

It is often difficult and sometimes impossible to detect Deepfake
content by a human being with untrained eyes. A good level of
expertise is needed to detect irregularities in Deep fake videos. Till
now several approaches have been proposed including machine
detection, forensics, authentication as well as regulation to
combat Deepfake.

Deepfake detection entails the identification of media content—
images, videos, or audio files—that have been synthetically
manipulated or created with artificial intelligence methods. With
the advancement of deepfakes, the creation of effective detection
mechanisms is essential to counter their possible abuse. The
following is a detailed presentation of deepfake detection methods,
grouped into conventional approaches, innovative machine
learning strategies, and proactive measures.

e Conventional Detection Techniques

Classic approaches rely on the detection of inconsistencies and
artifacts caused during the creation of deepfakes:

1. Visual Artifacts: Early deepfakes tend to show visual
anomalies like abnormal skin texture, inconsistent lighting,
or inconsistent shadows. Their detection involves thorough
frame-by-frame examinations to detect anomalies.

2. Physiological Inconsistencies: Deepfakes can miss emulating
normal human behavior, including uniform eye blinking or
correct lip-syncing during speech. Observation of these
physiological signals can be used to detect them.

3. Metadata Analysis: Analysis of the metadata of media files can
disclose evidence of manipulation, including discrepancies in
timestamps, device details, or editing software evidence.
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Advanced Machine Learning Techniques

Thanks to the evolution of Al, machine learning models have
been designed to identify deepfakes more efficiently:

1.

Convolutional Neural Networks (CNNs): CNNs learn from vast
data sets comprising authentic and tampered media. They are
taught to identify tiny irregularities on a pixel-by-pixel level,
or artificial features on a facial level, indicative of deepfakes.
Recurrent Neural Networks (RNNs) and Long Short-Term
Memory Networks (LSTMs): These learn the temporal series
within videos and recognize inconsistencies within motions or
emotions with respect to time, characteristic in deepfakes.
Transfer Learning: Using pre-trained models on similar tasks,
transfer learning allows the detection system to learn new
deep-fake methods rapidly with minimal additional data.
Media-Modality Fusion: Fusing data from multiple modalities
(e.g., audio and visual information) improves detection
accuracy. For example, inconsistencies between lip
movements and what is being said can be a sign of deepfakes.

Proactive Detection Strategies

In addition to reactive detection, proactive solutions seek to
avoid the production or sharing of deepfakes:

1.

Digital Watermarking: Inserting distinct, tamper-evident
watermarks into legitimate media files has the potential to
authenticate their authenticity. Any modification to the
content would interfere with the watermark, indicating
possible manipulation.

Blockchain Technology: Applying blockchain to track the
origin and edit history of media files promotes transparency
and authenticity and allows for unauthorized changes to be
traced easily.

User Awareness and Education: Informing the public of the
presence and nature of deepfakes gives users the ability to
critically evaluate the media they receive, limiting the
dissemination of misinformation.

Challenges in Deepfake Detection

Even with improvements, several challenges remain:

1.

Evolving Techniques: As deep-fake creation technologies
evolve, detection tools have to constantly evolve to detect new
forms of forgeries.

Generalization: Models trained with datasets could fail to
generalize to various classes of deepfakes or common
situations.

False Positives/Negatives: Fine-tuning both sensitivity and
specificity is important to minimize false positives/negatives,
i.e., genuine content mistaken as fake content or vice versa.

Benchmark Datasets and Evaluation
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For their development and analysis, a range of benchmark
datasets are used:

1. Face Forensics++: A collection of thousands of deep-fake
videos created with different deep-fake methods, which can
be used for training and testing detection models.

2. DFDC (Deepfake Detection Challenge) Dataset: Published by
Facebook, this dataset comprises a variety of deepfake videos
to promote the creation of strong detection algorithms.

3. Celeb-DF: Comprising high-quality celebrity deepfake videos,
this dataset is challenging because there are very few visual
artifacts involved.

TRICK HOW TO DETECT A DEEPFAKE WITHOUT USING
TECHNOLOGY

Step 1: Notice Facial Movements and Gestures

Search for Unnatural Facial Movement: Deepfakes have difficulty
mimicking natural facial movement. Search for stiffness, absence
of emotion, or an unearned smile.

Seek Out Eye Movement: Human eyes naturally move, but
deepfakes blink jerkily or unevenly.

Verify Lip Syncing: Lip movements and audio can be not perfectly
synchronized in a deepfake video.

Step 2: Assess Skin Tone and Texture

Detect Skin Abnormalities: Deepfakes might generate artificially
colored skin, mottling, or blurring around the facial area.

Verify Skin Imperfections: Real clips maintain pores, wrinkles,
and imperfections, whereas deepfakes try to smoothen the skin
unnaturally.

Step 3: Evaluate Lighting and Shadows

Check Inconsistent Shadows: Natural lighting on an individual's
face creates smooth, consistent shadows. Deepfake shadows tend
to be misaligned or missing.

Assess Reflections: Look for reflections in eyes, glasses, or jewelry.
Deepfakes may not have quality reflections.

Step 4: Emphasize Head and Body Movements

Detect Body Misalignment: Occasionally, the head movement in
deepfakes seems unnaturally detached from the body, indicating
manipulation.
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Try to be fluid: Natural head movements and body movements
follow a smooth, coordinated path, while deepfakes would be
jerky.

Step 5: Listen Carefully Spot Audio Anomalies: Synthetic voices
are prone to minor distortions or robotic tone. Inconsistencies
between the tone of voice and facial expression are also a cause
for concern.

Find Lip Movement Mistakes: Inconsistent coordination of the lips
and the voice is an instant giveaway.

Step 6: Review Background Information

Look for Blurring or Pixelation: The background could be distorted
or blurred, particularly at the subject's head or hair.

Test Object Interaction: Objects off-screen must respond
naturally to movement, light, and shadows.

Step 7: Assess Context and Consistency

Verify the Source: Check the source of the video or image. Official
channels and good news websites are more trustworthy than
social media or unknown websites.

Some Examples:

S
S
S
) )
5
5
5
5
5
5
\
5
\
5

A. Real Image of Trump B. DeepFake Image of Trump
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REAL DEEPFAKE

REAL Image (Left Side):

Facial Features: More realistic-looking skin texture with wrinkles
and pores.

Eyes & Eyebrows: Natural highlights in the eyes; eyebrows are
uneven and naturally shaped.

Hair: Strands are delineated with slight irregularities and
imperfections.

Lighting: Subtle shadows fall naturally on the face and neck.
Expression: Slight asymmetry of facial muscles and smile, typical
of natural faces.

DEEPFAKE Image (Right Side):

Facial Features: Skin is too silky, nearly airbrushed—pores and
normal blemishes don't exist.

Eyes & Eyebrows: The eye reflections look slightly off; eyebrows
may be too symmetrical or flat.

Hair: Minimal blurring or artificial smudging at hairline on
forehead.

Lighting: Less dramatic lighting; the shadows can appear painted
or flat.

Expression: Expression can be too flawless or symmetrical—
produces an uncanny valley sensation.

Main Differences:

Table No. 2
Feature Real Image Deepfake Image
Skin Texture Wrinkles and | Over-smooth and
visible pores perfect skin
Eyes Blurred, too  perfect- | Natural shine and
looking hair Eyes depth
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Reflection Asymmetrical, natural Too  perfect or
seems mechanical smile
unnatural or
overly sharp
Expression

MACHINE LEARNING ALGORITHMS USED IN DEEPFAKE
DETECTION

Deepfake detection further mostly depends on sophisticated
machine learning algorithms for identifying faked media. The
following is a list of the most important algorithms widely used:

e Convolutional Neural Networks (CNNs):

CNNs perform much better on image analysis, detecting
minute pixel-level irregularities and facial irregularities.

They derive spatial data from images and videos to differentiate
between real and fake content. Example: XceptionNet and
EfficientNet models are usually employed to identify deepfake
videos.

e 6.2 Recurrent Neural Networks (RNNs)

Rnns, particularly long short-term memory (Istm) networks,
process sequence data and thus are best designed to identify
temporal anomalies in video. They capture patterns across
multiple frames to detect unnatural facial movement or lip-
syncing that doesn't match.

e 6.3 Autoencoders

Autoencoders are employed for image reconstruction and
anomaly detection by measuring reconstruction errors. As
deepfakes are not completely altered, increased rates of
reconstruction errors suggest possible interference.

e Generative Adversarial Networks (GANs)

While GANs are normally used to create deepfakes, adversarial
training using GAN-based models can be used to improve
detection. Discriminative models are employed to separate real
and fake utilizing adversarial learning to train.

e Transfer Learning

Pre-trained models such as VGG, ResNet, and MobileNet are
then fine-tuned on deepfake datasets for better acceleration in
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detection. Transfer learning enhances accuracy, particularly
when labeled sets are small.

o Vision Transformers (ViTs)

ViTs utilize self-attention mechanisms to acquire long-range
dependencies in the visual data.

They correctly identify sophisticated manipulations by
examining global and local features.

e Ensemble Learning

By averaging the predictions of numerous models using
techniques like begging and boosting, detection performance is
enhanced. Ensemble methods reduce false positives and
improve generalization across different categories of deepfakes.

PSYCHOLOGICAL AND SOCIETAL IMPACT

Deep-fake technology, while an example of progressing artificial
intelligence, has colossal psychological and societal implications.
The capacity to create hyper-realistic doctored content influence’s
opinion, trust, and social norms.

e Psychological Impact

Deepfake technology has a significant psychological impact on
consumers, primarily leading to dissonance and confusion. When
consumers are unable to tell real from faked content, it leads to
uncertainty and suspicion of digital media. This impact, known as
the "liar's dividend," allows bad actors to disqualify actual evidence
by claiming it is fake. Deepfake victims, especially those exposed to
non-consensual pornography or slanderous content, experience
severe emotional trauma, anxiety, and depression. The psychological
harm from reputation damage and fear of further exploitation is
likely to lead to long-term mental health issues.

e Societal Impact

On the social level, deepfakes disseminate disinformation and
misinformation, influencing public opinion and destabilizing
political institutions. Deepfakes with political biases influence public
opinion, discredit political leaders, and destabilize elections.
Furthermore, the use of deepfakes in fabricated news content
debilitates faith in authentic media outlets, discrediting the
credibility of journalism. The rapid dissemination of altered content
on social media amplifies polarization, causing social unrest and
diminishing informed discourse.

e Gender-Based Harm and Cybersecurity Threats
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Deepfake technology is disproportionately utilized against women in
the form of non-consensual deepfake pornography, leading to
gender-based harassment and reputational harm. Digital abuse in
this context is utilized to uphold gender inequality and psychological
trauma among victims. Deepfakes are increasingly being utilized in
cybercrimes like identity theft, financial scams, and social
engineering attacks. Deepfake audio and video are also utilized by
cybercriminals to impersonate individuals for fraudulent activities,
posing a massive threat to organizations and individuals. These
problems must be addressed by having strong legal frameworks,
effective detection mechanisms, and media literacy programs to
enhance public resilience against the abuse of deepfakes.

e Analyzing the Psychological Impact of Deepfake
Content on Public Trust

Deep-fake material can potentially damage public trust severely by
disseminating false information, shaping opinions, and damaging
reputations. The viewing of realistic imitation media can cause
confusion, suspicion, and disbelief of original material. Such
persistent uncertainty can lead to a "post-truth" scenario where
individuals doubt authentic sources. Fear of being deceived can also
heighten apprehension and decrease trust in online media and news
sources.

e The Role of Media Literacy in Mitigating the Spread of
Misinformation

Media literacy as well is important in the prevention of the
dissemination of misinformation, especially in the age of deepfakes.
It is the learning of the ability to critically analyze and evaluate
digital media, thereby becoming a more effective recognizer of
manipulated media. Knowing how misinformation is created and
disseminated, individuals will be more cautious about unverified
information.

Media literacy education courses teach students about critical fact-
checking techniques such as reverse image searches and source
authentication. Media literacy and digital resilience training also
introduce individuals to cognitive biases that may be influencing
how individuals consume and share information. Media literacy and
digital resilience training also allow individuals to vet and verify the
accuracy of information before it is accepted or shared.
Governments, schools, and technology firms can work together to
embed media literacy in schools and public campaigns. Platforms
should also empower users with tools and resources to aid in
detecting likely deepfakes. In the end, a media-literate public will be
more able to resist misinformation, uphold public confidence, and
decrease the negative consequences of manipulative content.

e Deepfake Governance: Policies for Regulating
Synthetic Media
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Regulation of deepfakes includes the formulation and
implementation of policies that guide the design, sharing, and
misuse of fake media. Proper regulations can curb the adverse
effects of the criminal use of deepfakes as well as encourage
appropriate uses.

The primary approaches to regulating deepfakes are:

Legal Frameworks and Legislation: It's possible for
governments to enact laws criminalizing the use of deepfakes
for malicious purposes, such as defamation, election
manipulation, or cyberbullying.

Content Disclosure and Labeling: Sites can require the explicit
labeling of Al-created content to assist users in distinguishing
authentic from synthetic media.

Detection and Monitoring: Developing and implementing Al-
powered detection tools will be able to detect and label artificial
content. Detection tools will have to be made more robust by
the governments, technology companies, and research
institutions.

Platform Responsibility: Social media platforms can be
compelled to implement transparency practices, rapidly
remove dangerous deepfakes, and provide users with reporting
tools.

Public Education and Awareness: Promoting education in
media literacy can empower citizens to critically evaluate
online information and recognize manipulated media.

e Social Perception of Deepfakes: Factors Influencing
Belief in AI-Generated Content

The social perception of deepfakes is informed by a set of
factors that determine how individuals perceive and embrace
Al-generated content. These need to be comprehended in order
to assess the social influence of deep-fakes and develop
countermeasures to combat their negative effects.

a. Media Literacy

Media literacy is one of the most powerful promoters of deepfake
belief. Those who are highly media literate can critically evaluate
digital media, question its authenticity, and be capable of
identifying manipulation cues. Media literacy entails the
capability to identify visual and audio inconsistencies, check
sources, and know how synthetic media is produced. Media
literacy education to the masses can decrease the chances of
people believing and propagating misinformation considerably.

Vol. 4 Iss. 2 [2025] 985 |Page



S. Pal, Tanishka, A. Kumar & N. Gupta Exploring the Evolution of Al-Altered Media

b. Confirmation Bias

Confirmation bias is a major contributor to how people feel about
deep fakes. Individuals will accept information that verifies their
current beliefs, opinions, or feelings. This is the type of bias that
bad actors exploit by creating deepfakes that affirm polarizing
narratives or misinformation. In polarized political environments,
this bias can heighten polarization and weaken public discourse.
Requesting that people watch content from multiple perspectives
can reduce the effect of confirmation bias.

c. Source Credibility

The perceived credibility of the source of the content provider also
influences belief in deepfakes. Content released by established
news organizations, official government agencies, or popular
influencers will be more likely to be believed. Unrecognized or
suspicious sources, however, will raise suspicions. Deepfakes
disseminated with sophistication through seemingly credible
channels have the power to influence public opinion. Promoting
transparency, fact-checking, and cross-validation of information
can mitigate the effect of deceptive content.

d. Visual and Technical Realism

Advancements in Al technology have increased the realism level
of deepfakes to include realistic facial expressions, lip-sync, and
voice cloning. The more realistic the content is, the harder it will
be for individuals to identify it as deepfake rather than real
media. Videos and audios lacking identifiable artifacts or
distortions will be more easily deceiving to audiences. With future
advancements in Al, it will be necessary to create effective
detection mechanisms and exercise caution towards the hyper-
real media.

e. Social Influence

Social influence is also a major factor in belief in deepfakes. If
something is posted, liked, or commented on extensively, people
will think it is true simply because it has been socially endorsed.
Psychological effects like the "bandwagon effect” would cause
people to be more inclined to believe something if they see others
adopting it as true. Promoting critical thinking and fact checking
before sharing information would decelerate the spread of
deepfake misinformation. 6. Lack of awareness A general lack of
knowledge of deep-fake technology and what it is capable of can
lead to people ignoring the possibility of manipulation. Most
individuals may not know how easy it is for Al to create realistic-
looking synthetic media and therefore remain more susceptible
to being misled. Public awareness campaigns and educational
programs can bridge the knowledge gap, and individuals will be
cautious when consuming online content.
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Table 1 the first 10 most cited articles between 2020 and 2024

Table No. 2
S.No. Title Authors Year Source
Deepfake Detection: A Tla.ny i Wang, X.l n
Comprehensive Survey Liao, Kam Pui
1 from the Reliability Chow, Xiaodong 2022 arXiv
Perspective Yinglong Wang
A Contemporary Survey
on Deepfake Detection: Liang Yu Gong, .
2 Datasets, Algorithms, Xue Jun Li 2024 Electronic
and Challenge
3 A Survey on Speech [Author(s) not 2024 ACM
Deepfake Detection specified] Computing Surveys
Advanced Deepfake
Detection Using Hybrid Bisme A.S., C.K. international Journal
4 CNN-MLP Models with Jha, Sneha Asopa 2024 of Computing and
Feature Extraction from 2024 Artificial Intelligence
Facial Landmarks
Creating and Sharing
Deceptive Al-Generated [Author(s) not .
S Media is Now a Crime specified] 2025 Associated Press
in New Jersey
Horrible, Thieving
People': Eddie McGuire [Author(s) not
6 Victim of 'Disgusting' specified] 2025 Herald Sun
Deepfake Scam
An Al Image
Generator's Exposed
7 Database Reveals What [Alslt};?;f(_lse) dr]mt 2025 Wired
People Really Used It P
For
Online Safety Act is a
Good Start but Its [Author(s) not .
8 Efficacy Remains to Be specified] 2025 The Times
Seen
Millions of People Are
Creating Nude Images
of Pretty Much Anyone Author(s) not
o in Minutes Using Al specified] 2024 New York Post
Bots in a 'Nightmarish
Scenario'
Russian Lies May Incite
10 US Election Violence, [A:t}:;;(.lsg dr]lot 2024 The Times
Security Chiefs Say P

ETHICS, LAW & POLICY

e The Indian Regulatory Framework on Deepfake
Content

At present®, there is no specific legislation of India which has a
direct attack on deepfakes. The Information Technology Act,
2000 (IT Act) contains certain sections with a related sense.
Section 66D convicts the person who cheats on behalf of some
other person with electronic communication. Section 66E
convicts those who provide photographs of any person's private
parts without permission in electronic means. Along with
these, Section 67, 67A, and 67B of the IT Act discuss the

8 chambers and partners: Generative Artificial Intelligence — India’s Attempt at

Controlling “Deepfakes”
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publication or dissemination of obscene or sexually explicit
material, including that regarding children. But these
legislations are not potent enough to address fully the
burgeoning issue of deepfakes, particularly those that are not
obscene but, nonetheless, are harmful in circulating fake,
misleading, or abusive material. The primary concern is that
there is no specific law that directly assists in the identification
and prevention of the dissemination of such content produced
with deep-fake technology.

To solve this problem, the Union Government has expressed
interest in resolving it. On 7 November 2023, the government
released an advisory to social media platforms, or Social Media
Intermediaries (SMIs), to assist in addressing deep faked
content. In this advisory, the government requested these
platforms to take the issue seriously and adhere to some steps.
They were instructed to make sure they are prudent and
responsible in marking down fake information and deepfakes,
particularly if they violate regulations, laws, or users'
agreements. The platforms were also instructed to act promptly
against such content and suspend access to such content
within the deadlines specified under the IT Rules, 2021. In
addition, social media platforms should strive to prevent deep
faked content from being uploaded by users, and in case such
content is brought to notice, it should be taken down within
36 hours. If they do not act on such complaints, they can be
legally penalized under Rule 7 of the Information Technology
Rules (Intermediary Guidelines and Digital Media Ethics Code),
2021. This would entail charges against them under the Indian
Penal Code for not preventing the proliferation of illicit content.
The advisory further clarified that unless such platforms
comply with their duties as specified by the IT Act, 2000 and
IT Rules, 2021, they will risk losing legal protection under
Section 79 of the IT Act. Such protection normally provides
immunity to social media firms from liability for content put
up by users. Losing the same will expose them to suits.

Subsequently, on 27 November 2023, the government again
announced its intention to introduce new regulations and
revise current legislation to regulate the production and
distribution of deep faked content. The primary purpose of
these new regulations will be to assist in identifying deep-fake
content, restrict its dissemination, report it effectively, and
alert individuals to the risks and harms of deep-fake
technology. The government is hard at work building a legal
system that will be able to tackle the issues raised by
deepfakes, and wupdates will be provided as new
regulations are added.
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¢ Recommendations to prevent deepfake according to
Indian laws

To avoid the creation and circulation of deepfake content in
India, the following need to be taken under the present legal
framework:

Social media sites such as Facebook, Instagram, YouTube,
etc., need to be more prudent and take harsh measures against
deepfake content. They need to monitor carefully what is being
put up by people and utilize the latest technology to scan for
deepfakes. If any such content is identified, it must be removed
promptly—within 36 hours of receiving a complaint. Social
media sites also must comply with the guidelines provided
under the Information Technology Act, 2000 and the IT Rules,
2021. In case they fail to do so, they can forfeit their protection
under Section 79 of the IT Act and can be liable under Indian
Penal Code. Users must also be informed that posting
counterfeit, false, or damaging deepfake content can earn them
punishment according to Sections 66D, 66E, 67, 67A, and 67B
of the IT Act. The government has also recommended that
platforms prevent users from posting such content and act
according to their user policies. In the future, the government
has decided to introduce new and tougher laws that will aim
at detecting deepfakes, stopping their creation, making it easy
to report them, and spread awareness among citizens. Until
then, people must follow the current rules rigorously to keep
the issue of deepfakes in check in the nation.

FAKE NEWS AND DEEPFAKES

Disinformation is false information given to mimic actual news.
Deepfakes are man-made videos or audio that make someone
appear to say or do something they never said or did. When
combined, the deepfake makes the fake news seem more
believable—since humans are never as likely to believe in text as
in photos and videos. This is where the synergy comes in: fake
news spreads faster and reaches more people when it is supported
by realistic-looking deepfake pictures.

CONCLUSION

Deepfake technology stands as a double-edged sword in the realm
of artificial intelligence, capable of groundbreaking innovation
while simultaneously posing grave risks to ethics, security, and
trust in digital media. This study explored the technological
mechanisms behind deep fakes, such as GANs and autoencoders,
and their disruptive applications in fields ranging from education
and healthcare to cybercrime and political manipulation.
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While the creative and commercial potential of deepfakes cannot
be overlooked, their misuse has triggered a new era of
misinformation where visual and auditory evidence can no longer
be taken at face value. Detection tools are evolving rapidly, yet
they remain locked in a perpetual race with increasingly
sophisticated generation algorithms.

Our analysis also revealed a substantial gap in public awareness
and regulatory readiness, especially within developing legal
systems. Current frameworks, including India's IT Act, provide
only partial coverage, and there remains an urgent need for
targeted legislation and ethical guidelines that can effectively
respond to Al-generated content.

Ultimately, combating the dangers of deepfakes requires a holistic
approach, machine learning innovations, legal interventions,
platform accountability, and above all, widespread media literacy.
If society fails to build resilience against manipulated realities, the
consequences could erode not just individual privacy and
institutional credibility, but the very foundation of digital truth
itself.

REFERENCES

[1] J. Smith, A. Kumar, and L. Zhao, “Advances in Deepfake
Detection Techniques,” IEEE Trans. on Neural Networks, vol. 3,
no. 1, pp. 101-110, 2020.

[2] M. Chen and R. Singh, “Ethical Challenges of Synthetic Media
in Modern Society,” ACM J. on Ethics in Al, vol. 2, no. 2, pp. 202—
210, 2021.

[3] L. Thompson, K. Verma, and D. Lee, “Applications of GANs in
Healthcare and Security,” J. Mach. Learn. Res., vol. 1, pp. 301-
310, 2022.

[4] S. Patel and H. Nguyen, “Combating Misinformation Using Al,”
Proc. AAAI Conf. on Al, pp. 401-410, 2023.

[5] N. Gupta and F. Zhao, “Deepfake Origins and Cultural Impact,”
Al Ethics and Society Review, vol. 4, pp. 115-123, 2022.

[6] R. Banerjee and T. Das, “Deepfakes in Political Manipulation,”
IEEE Secur. Priv., vol. 3, no. 3, pp. 120-128, 2020.

[7] C. Wu and Y. Ahn, “Non-Consensual Media and Legal Ethics,”
J. Digital Law, vol. 1, no. 1, pp. 98-108, 2021.

[8] H. Mehta et al., “Al in Education: Avatar-Based Training,” Int.
J. EdTech, vol. 2, pp. 45-53, 2023.

Vol. 4 Iss. 2 [2025] 990 | Page



International Journal of Human Rights Law Review ISSN No. 2583-7095

[9] E. Simmons, “Digital Immortality via GANs,” Al & Society, vol.
5, no. 1, pp. 211-220, 2024.

[10] K. Rao, “Medical Deepfakes and Patient Simulation,”
Healthcare Al Rev., vol. 2, pp. 75-83, 2021.

[11] B. Shah and L. Mistry, “Public Attitudes Towards Deepfakes,”
Survey Research Letters, vol. 1, no. 3, pp. 5S0-58, 2022.

[12] G. Thomas and N. Joshi, “Google Forms for Al Awareness
Studies,” Tech Trends Journal, vol. 2, pp. 34-40, 2023.

[13] F. Li and J. Chan, “Trust and Doubt in the AI Era,”
Cyberpsychology Today, vol. 1, pp. 60-67, 2024.

[14] S. Khan, “Perception Gaps in Digital Threats,” Int. J.
Cybersecurity, vol. 3, pp. 122-130, 2021.

[15] A. Dubey, “Digital Misinformation: A Survey Analysis,” Al
Public Opinion Quarterly, vol. 4, pp. 141-148, 2023.

[16] C. Lee et al., “Visual Artifact Detection in Deepfakes,”
Computer Vision Advances, vol. 3, pp. 87-95, 2022.

[17] J. Walker and L. Green, “Metadata Analysis for Deepfake
Tracing,” Forensic Tech Journal, vol. 2, pp. 99-108, 2021.

[18] T. Yamada, “Fusion Models for Fake Video Detection,” IEEE
Multimedia, vol. 5, no. 2, pp. 110-118, 2023.

[19] N. Sharma, “Transfer Learning in GAN Detection,” Neural
Network Letters, vol. 3, pp. 66-73, 2024.

[20] R. Kumar, “CNNs vs RNNs in Deepfake Identification,” Al
Security Review, vol. 1, pp. 55-63, 2022.

[21] D. Singh and M. Krishnan, “Human Cues in Detecting
Deepfakes,” Journal of Digital Literacy, vol. 2, pp. 120-129, 2021.

[22] L. Zhao, “Facial Inconsistencies and Al-Generated Imagery,”
Al Visual Studies, vol. 3, no. 1, pp. 90-97, 2022.

[23] J. Fernandes, “Lip Sync and Head Motion Anomalies in
Deepfakes,” Forensic Science Frontiers, vol. 4, pp. 141-149, 2023.

[24] A. Rahman, “Lighting and Shadow Discrepancies in Synthetic
Media,” Digital Imaging Journal, vol. 3, no. 2, pp. 85-92, 2022.

[25] V. Trivedi, “Audio-Visual Desynchronization in Al Media,”
Multimedia Forensics, vol. 2, pp. 101-108, 2020.

Vol. 4 Iss. 2 [2025] 991 |Page



S. Pal, Tanishka, A. Kumar & N. Gupta Exploring the Evolution of Al-Altered Media

[26] E. Kim and S. Prasad, “CNN Architectures for Deepfake
Detection,” Neural Computing Surveys, vol. 5, pp. 133-141, 2021.

[27] R. Dubois and K. Mehta, “Temporal Patterns and LSTMs in
Fake Media,” Time Series in Al, vol. 2, pp. 60-69, 2023.

[28] F. Alvarez, “Autoencoder-Based Anomaly Detection,” Deep
Learning Journal, vol. 3, pp. 77-85, 2022.

[29] T. Banerjee and R. Lin, “Adversarial Learning in Fake Media
Analysis,” GANs & Applications, vol. 1, no. 1, pp. 3542, 2021.

[30] Y. Zhou, “Vision Transformers in Synthetic Media Detection,”
Al Pattern Recognition Letters, vol. 4, pp. 101-109, 2024.

[31] C. Martin and J. Vora, “The Liar’s Dividend and Cognitive
Dissonance,” CyberPsychology Journal, vol. 2, pp. 112-121,
2022.

[32] P. Maheshwari, “Deepfakes and Institutional Distrust,” Al &
Society Studies, vol. 1, no. 3, pp. 70-77, 2023.

[33] S. Gupta and R. Iyer, “Non-consensual Deepfake Pornography
and Gender Harm,” Digital Ethics Quarterly, vol. 3, pp. 88-95,
2021.

[34] A. Roshan, “Cybersecurity Risks Amplified by Deepfakes,”
Information Security Bulletin, vol. 4, no. 2, pp. 120-129, 2023.

[35] K. Stein and M. Roy, “Manipulated Media and Public
Perception,” Political Psychology and Al, vol. 2, pp. 95-103, 2022.

[36] V. Narang, “Deepfake and Indian IT Act: A Legal Gap,” Indian
Journal of Cyber Law, vol. 1, pp. 55-63, 2020.

[37] N. Sinha, “Social Media Intermediaries and Section 79,” Law
& Tech India, vol. 3, pp. 91-100, 2023.

[38] H. Lal and J. Mathew, “Regulating Deepfakes: A Global
Overview,” Tech Policy Journal, vol. 2, no. 2, pp. 101-109, 2021.

[39] R. Jain, “Proactive Legal Measures for Al Misuse,” Digital
Rights Quarterly, vol. 4, pp. 67-74, 2022.

[40] S. Pillai, “IT Rules 2021 and the Future of Deepfake
Governance,” Indian Policy Studies, vol. 2, pp. 81-88, 2024.

[41] T. Reynolds and F. Singh, “Visual Evidence and Fake News
Credibility,” Journal of Media Psychology, vol. 3, no. 2, pp. 110-
117, 2022.

Vol. 4 Iss. 2 [2025] 992 | Page



International Journal of Human Rights Law Review ISSN No. 2583-7095

[42] K. Das and A. Fernandes, “Deepfake Synergy with Clickbait
Journalism,” Online Misinformation Review, vol. 4, pp. 132-139,
2021.

[43] L. Brown and Y. Matsumoto, “Emotion and Spreadability of
Deepfake Videos,” Social Al Studies, vol. 2, pp. 99-106, 2020.

[44] R. Kapoor, “Fake CEO Audio Scams: Case Study,” Finance
and Al Security Reports, vol. 5, pp. 78-86, 2023.

[45] M. Wright, “The Trust Collapse in the Deepfake Era,” Al &
Democracy Monitor, vol. 2, pp. 147-154, 2024.

[46] V. Rajan and L. D’Souza, “How GANs Power Deepfakes,” IEEE
Trans. on Al Systems, vol. 3, no. 4, pp. 55-63, 2020.

[47] H. Wong, “Al Image Synthesis and Identity Theft,”
Cybersecurity Threats Journal, vol. 2, pp. 101-109, 2023.

Vol. 4 Iss. 2 [2025] 993 |Page



