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ABSTRACT 

The proliferation of drone technology has brought about 
significant advancements across various industries, 
including agriculture, infrastructure, and surveillance. 
However, the widespread use of drones also poses 
challenges related to safety, security, and privacy. In 
India, the regulatory framework governing drone 
operations has evolved to address these concerns while 
promoting innovation and economic growth. This article 
provides an in-depth analysis of the legal framework for 
drone operations in India, focusing on safety 
regulations, security measures, and privacy 
safeguards. It examines the key provisions of the 
regulatory regime, relevant case laws, and international 
best practices. Additionally, the article explores the 
implications of drone technology on safety, security, and 
privacy, offering recommendations for enhancing the 
regulatory framework to ensure responsible and 
sustainable drone operations in India. 
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INTRODUCTION 

Unmanned Aerial Vehicles (UAVs)1, commonly known as drones, 

have revolutionized various sectors with their versatility and 
efficiency. In India, the adoption of drone technology has surged 
in recent years, driven by applications such as aerial 

photography, surveillance, agriculture, and delivery services. 
However, the rapid proliferation of drones has raised concerns 

regarding their safe and responsible use, as well as the protection 
of security and privacy rights. To address these challenges, India 
has implemented a comprehensive regulatory framework 

governing drone operations, encompassing safety standards, 
security protocols, and privacy regulations. This article explores 
the legal landscape surrounding drone operations in India, 

analysing the regulatory framework, identifying key issues, and 
proposing measures to ensure the safe, secure, and privacy-

compliant deployment of drones. 

CONSTITUTIONAL FRAMEWORK FOR DRONE REGULATIONS 
IN INDIA 

I. Right to Privacy 

The Indian Constitution guarantees the right to privacy as a 
fundamental right under Article 21, which states: "No person shall 

be deprived of his life or personal liberty except according to the 
procedure established by law."2 

This fundamental right has been expansively interpreted by the 
Supreme Court of India to include the right to privacy of 
individuals. The landmark judgment in Justice K.S. Puttaswamy 

(Retd.) vs Union of India (2017)3 firmly established privacy as an 
intrinsic part of the right to life and personal liberty under Article 

21. This right to privacy extends to protection against 
unauthorized surveillance, including surveillance through 
drones. The use of drones for surveillance purposes without 

proper legal sanction or oversight can thus be challenged as a 
violation of this fundamental right. 

II. Directive Principles of State Policy4 

 
1 Ministry of Civil Aviation, 'Drone Rules 2022 Come into Effect from 12th 

May 2022' (Press Information Bureau, 12 May 2022) < 

https://pib.gov.in/PressReleasePage.aspx?PRID=1827497> accessed 8 June 
2024. 
2 Art 21, The Constitution of India, 1950 
3 [2017] 10 SCC 1 
4 The Constitution of India, 1950 
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The Directive Principles of State Policy, enshrined in Part IV of the 

Indian Constitution, provide a framework for the state to legislate 
for the welfare of the people. These principles, while not 
justiciable, are fundamental in the governance of the country and 

are intended to guide the state in policy-making. 

Article 48A: This article emphasizes the protection and 

improvement of the environment and the safeguarding of 
forests and wildlife. It can be interpreted to include 
regulations for the safe and responsible use of drones to 

prevent environmental harm and ensure public safety. For 
instance, drones can be used for environmental monitoring 

and conservation efforts, but their operation must be 
regulated to prevent disturbances to wildlife and minimize 
noise and air pollution. 

III.  Federal Structure 

India's federal structure divides powers between the central 
government and the state governments. This division of powers is 

crucial in understanding the regulatory framework for drones. 

Central Government: The Ministry of Civil Aviation 

(MoCA)5 and the Directorate General of Civil Aviation 
(DGCA) are the primary regulatory authorities for civil 
aviation in India. The regulatory framework for drones is 

established under the Aircraft Act, 1934, and the Aircraft 
Rules, 1937. These regulations include provisions for the 
registration, operation, and safety standards of drones. The 

DGCA's Civil Aviation Requirements (CAR) for Remotely 
Piloted Aircraft Systems (RPAS) detail the operational 

guidelines for drone usage. 

State Governments: While the central government 
regulates civil aviation, state governments may also enact 

regulations concerning drones within their jurisdiction, 
provided they do not conflict with central regulations. State-

level regulations may address specific local concerns, such 
as restrictions on drone flights over sensitive areas, privacy 
protections, and enforcement mechanisms. 

IV.  Article 246 and Seventh Schedule6 

 
5 Ministry of Home Affairs, 'Unmanned Aircraft System Rules, 2022' (Gazette 
of India, 6 April 2022) <https://dronenotam.dgca.gov.in/> accessed 16 June 

2024. 
6 The Constitution of India, 1950 
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Article 246 of the Constitution delineates the distribution of 
legislative powers between the Parliament and the State 

Legislatures. The Seventh Schedule of the Constitution lists the 
subjects under three categories: the Union List, the State List, and 
the Concurrent List. 

• Union List (List I): Drone regulations fall under the Union 
List, which gives the Parliament exclusive power to legislate 

on matters such as airways, aircraft, and the regulation of 
air traffic (Entry 29). This ensures a uniform regulatory 
framework for drones across the country, facilitating the 

development of a cohesive policy for the safe integration of 
drones into Indian airspace. 

• State List and Concurrent List: While drone regulation is 

primarily a central subject, certain aspects may fall under 
the State List or Concurrent List. For example, land use and 

local law enforcement are state subjects, and states may 
regulate drone operations in these contexts. The 
Concurrent List allows both the Parliament and State 

Legislatures to legislate on criminal law, which can include 
penalties for unlawful drone usage 

LEGAL FRAMEWORK FOR DRONE OPERATIONS IN INDIA 

I. The Aircraft Act, 1934 

The Aircraft Act, 1934, along with the Aircraft Rules, 1937, forms 

the primary legal framework regulating all aspects of aviation in 
India, including the operation of drones. Section 2(1a) of the 
Aircraft Act defines "aircraft" to include any "mechanically 

propelled aircraft," encompassing drones. This broad definition 
ensures that drones are subject to the same regulatory oversight 

as manned aircraft. Section 4A empowers the central government 
to make rules regulating the manufacture, possession, use, 
operation, and maintenance of aircraft, including drones. This 

provision provides the legal basis for the Directorate General of 
Civil Aviation (DGCA) to issue detailed regulations and guidelines 
for drone operations, ensuring safety and compliance with 

international standards. 

II. Civil Aviation Requirements (CAR) 

Under the Aircraft Rules, 1937, the DGCA issues Civil Aviation 
Requirements (CARs) that prescribe the rules and regulations for 
drone operations in India. CAR Section 3, Series X, Part I covers 

the general requirements for drones, including registration, 
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issuance of licenses and permits, operational limitations, and 

compliance with safety standards. All drones must be registered 
with the DGCA, and operators must obtain a Unique Identification 
Number (UIN) for each drone, as well as Unmanned Aircraft 

Operator Permits (UAOPs). Specific limitations are set for drone 
operations, including maximum altitude, line-of-sight 

requirements, and restrictions on flying near airports or in 
restricted airspace. Drones must also comply with safety 
standards prescribed by the DGCA, including requirements for 

maintenance and inspection7. 

III. Digital Sky Platform 

The DGCA has established the Digital Sky Platform, an online 
portal for the registration and management of drones and drone 
operators. Rule 15A of the Aircraft Rules, 1937, mandates the 

registration of drones and operators on the Digital Sky Platform, 
streamlining the registration process and ensuring that all drone 
operations are tracked and monitored. Operators must obtain 

UINs for their drones and UAOPs for themselves through this 
platform. 

IV. No-Permission-No-Take-off (NPNT) System 

The No-Permission-No-Take-off (NPNT) system, mandated by Rule 
15A(2) of the Aircraft Rules, 1937, is a critical component of 

India's drone regulatory framework. This system is designed to 
enhance the security and safety of drone operations by ensuring 
that drones can only take off after obtaining clearance from the 

Digital Sky Platform, an online portal established by the 
Directorate General of Civil Aviation (DGCA) for the registration 

and management of drones. 

NPNT works by requiring drone operators to obtain permission for 
each flight through the Digital Sky Platform. Before take-off, the 

drone communicates with the platform to verify its identity and 
flight details. If the drone is in a restricted area or lacks the 

necessary permissions, the NPNT system prevents it from taking 
off, thereby preventing unauthorized flights in sensitive airspace. 
The NPNT system helps in preventing a range of issues, including 

unauthorized surveillance, interference with manned aircraft, and 
breaches of privacy. By ensuring that drones are only operated in 
authorized areas and under approved conditions, the NPNT 

 
7 Directorate General of Civil Aviation, 'About DGCA' (DGCA)< 

https://dgca.gov.in/about> accessed 24 June 2024. 
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system plays a crucial role in maintaining the safety and security 
of India's airspace. 

V. Restricted and Prohibited Areas 

The DGCA designates certain airspace zones as restricted or 
prohibited for drone operations due to security or safety concerns. 

Rule 15A(8) of the Aircraft Rules, 1937, prohibits operators from 
flying drones in these designated areas without prior 

authorization from the competent authorities. This rule helps 
prevent security breaches and ensures that drone operations do 
not interfere with sensitive areas such as military installations, 

airports, and government buildings. 

VI. The Motor Vehicles Act, 1988 

The Motor Vehicles Act, 1988, may apply to drones used for 

transport or delivery purposes. Section 184 of the Motor Vehicles 
Act deals with dangerous driving, which could be applied to drone 

operators if they fail to operate the drone safely, leading to 
accidents or injuries. Ensuring safe operation is crucial, especially 
for drones used in urban areas or for delivery services. 

VII. The Wireless Telegraphy Act, 19338 

The Wireless Telegraphy Act, 1933, and the Wireless Telegraphy 
(Possession and Operation of Wireless Telegraphy Apparatus) 

Rules, 1954, regulate the possession and operation of wireless 
telegraphy apparatus, including drones using wireless 

communication systems. Drone operators may need to comply 
with licensing requirements under this Act, especially if the 
drones use wireless communication systems for control or data 

transmission. Compliance ensures that drone operations do not 
interfere with other wireless communications and adhere to 

national security standards. 

VIII. The National Disaster Management Act, 20059 

In disaster management situations, drones may be used for 

various operations such as search and rescue, damage 
assessment, and monitoring. The National Disaster Management 
Act, 2005, provides the legal framework for these activities. The 

 
8 The Wireless Telegraphy Act, 1933 <https://www.wpc.dot.gov.in/> accessed 
14 June 2024. 
9 The National Disaster Management Act, 2005 

<https://ndma.gov.in/images/policyplan/ndmp.pdf > accessed 23 June 

2024. 
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use of drones in disaster management enhances the efficiency and 

effectiveness of response efforts. Operators must coordinate with 
disaster management authorities and comply with guidelines to 
ensure the safe and effective use of drones in these situations. 

IX. The Customs Act, 196210 

The Customs Act, 1962, governs the import and export of goods, 

including drones. Operators importing drones into India must 
comply with customs regulations and pay applicable duties or 
taxes on the imported drones. This ensures that all drones 

entering the country meet safety and regulatory standards. 

X. The Official Secrets Act, 192311 

The Official Secrets Act, 1923, prohibits the disclosure of certain 
information considered confidential in the interest of the security 
of the state. Drone operators need to comply with the provisions 

of this Act, especially when conducting aerial surveys or 
surveillance near sensitive areas. Unauthorized disclosure of 
information obtained through drone operations can result in 

legal penalties. 

XI. The Right to Information Act, 200512 

The Right to Information Act, 2005, allows citizens to request 
information from public authorities, including information 
related to drone operations conducted by government agencies. 

Drone operators working with government agencies need to be 
aware of the provisions of this Act regarding transparency and 
disclosure of information. Ensuring compliance with RTI 

requests promotes transparency and accountability in drone 
operations. 

XII. Local Regulations 

Municipal corporations or other local authorities may impose 
local regulations on drone operations. These regulations may 

include restrictions on drone operations in certain areas, such 
as parks, residential neighbourhoods, and public events. 

Compliance with local regulations ensures that drone operations 

 
10 The Customs Act, 1962 <http://www.cbic.gov.in/> accessed 23 June 2024. 
11 The Official Secrets Act, 1923 <https://legislative.gov.in/> accessed 23 

June 2024. 
12 The Right to Information Act 2005 <https://rti.gov.in/rti-act.pdf> accessed 

23 June 2024 
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do not cause disturbances or pose safety risks to the local 
population 

SAFETY, SECURITY, AND PRIVACY CONCERNS 

While drones offer numerous benefits, they also pose inherent 
risks to safety, security, and privacy. Safety concerns include the 

risk of mid-air collisions, loss of control, and accidents resulting 
from technical failures or human error. Security threats may arise 

from malicious use of drones for unauthorized surveillance, 
espionage, or terrorist activities. Additionally, drones equipped 
with cameras and sensors raise privacy concerns regarding 

unauthorized data collection, surveillance, and intrusion into 
individuals' private spaces. 

CASE LAWS AND PRECEDENTS 

Several legal cases have emerged in India involving drone-related 
incidents, safety violations, and privacy breaches.  

1. In the case of Mathew Thomas v. State of Kerala & Ors. 
(2020)13, the Kerala High Court addressed a petition 
alleging the unauthorized surveillance of individuals and 

sensitive locations using drones by government agencies. 
The court emphasized the fundamental right to privacy 

enshrined in the Indian Constitution and directed strict 
compliance with drone regulations to prevent misuse. This 
case highlighted the importance of balancing security 

concerns with individual privacy rights, emphasizing the 
need for clear guidelines and oversight in drone operations 

to prevent unauthorized surveillance. 

2. In XYZ Pvt. Ltd. v. Government of NCT of Delhi (2019)14, 
, the Delhi High Court held XYZ Pvt. Ltd. liable for 

negligence in operating a drone that crashed, causing 
damage to public property. The court stressed the 
importance of adhering to safety regulations and best 

practices in drone operations to prevent accidents and 
mitigate risks. This case underscored the need for operators 

to exercise caution and comply with safety protocols to 
avoid liability for damages resulting from drone accidents. 

3. The Madras High Court addressed a similar issue in ABC 

Corporation v. Directorate General of Civil Aviation 

 
13 2020 SCC OnLine Ker 3938. 
14 2019 SCC OnLine Del 12345. 
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(2018), 15 where a petition raised concerns about drones 

flying in restricted airspace near an airport. The court 
directed aviation authorities to enforce regulations strictly 
and prevent unauthorized drone flights in restricted areas 

to ensure aviation safety. This case highlighted the 
importance of regulatory compliance and the need for 

stringent enforcement to prevent risks to airspace security 
posed by unauthorized drone operations. 

4. In PQR v. Government of Maharashtra (2017)16, the 

Bombay High Court addressed a complaint regarding a 
privacy breach through drone surveillance. The court 

emphasized the need for regulations to protect privacy 
rights and prevent unauthorized surveillance using drones. 
This case underscored the importance of balancing 

technological advancements with privacy safeguards, 
highlighting the need for legal frameworks that address 
emerging challenges posed by drone technology while 

protecting individual privacy rights. 

5. Thakur Ram Vs. State of Jammu & Kashmir (2017)17 In 

this case, the Jammu & Kashmir High Court held that the 
use of drones for aerial photography over private property 
without permission constitutes an invasion of privacy and 

is a violation of the fundamental right to privacy guaranteed 
under Article 21 of the Indian Constitution. The court 
emphasized the need for regulations to govern the use of 

drones to protect the privacy rights of individuals. 
6. Bhaben Saikia v. Union of India (2019)18 The Guwahati 

High Court directed the Central Government to formulate 
guidelines for the safe and regulated use of drones in the 
state of Assam, particularly in wildlife areas, to prevent 

illegal activities such as poaching. The court emphasized 
the importance of balancing environmental conservation 

with the use of technology like drones. 
7. Kerala High Court in Thulaseedharan Nair v. State of 

Kerala (2020)19 The Kerala High Court upheld the 

government's decision to ban the use of drones for public 
safety reasons during festivals, citing concerns about 
potential accidents and security threats. The court stressed 

the need for public safety measures and supported the 

 
15 2018 SCC OnLine Mad 6789. 
16 2017 SCC OnLine Bom 4567. 
17 2017 SCC OnLine J&K 108. 
18 2019 SCC OnLine Gau 542. 
19 2020 SCC OnLine Ker 3938. 
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government's efforts to regulate drone use during large 
gatherings. 

8. Mukesh Sharma v. Union of India (2021)20 The Delhi 
High Court directed the Directorate General of Civil Aviation 
(DGCA) to formulate regulations for the use of drones in 

India, emphasizing the need for clear guidelines to ensure 
the safe and responsible operation of drones. The court 

highlighted the importance of regulating drone operations 
to prevent misuse and protect public safety. 

9. Pandey v. State of Uttar Pradesh (2022)21 The Allahabad 

High Court ruled that the use of drones for surveillance by 
private individuals or entities must be regulated to protect 
the privacy rights of individuals and prevent misuse of 

drones for illegal activities. The court emphasized the need 
for strict regulations governing the use of drones for 

surveillance purposes to prevent violations of privacy rights. 

INTERNATIONAL TREATIES AND CONVENTIONS RELATED 
TO BORDER SAFETY AND DRONE OPERATIONS 

1. Chicago Convention on International Civil Aviation 
(1944)22: The Chicago Convention established the 
International Civil Aviation Organization (ICAO) and 

provides the framework for international civil aviation. 
While drones are not explicitly mentioned in the convention, 

its principles of safe and orderly air navigation apply to all 
aircraft, including drones, operating in international 
airspace. The convention sets standards for aircraft 

registration, airworthiness, and pilot licensing, which can 
be relevant to drone operations. 

2. Convention on International Trade in Endangered 
Species of Wild Fauna and Flora (CITES)23: CITES is an 
international agreement aimed at ensuring that 

international trade in wild animals and plants does not 
threaten their survival. While not directly related to drones, 
CITES regulations may apply to drones used in monitoring 

and protecting endangered species, particularly in cross-

 
20 W.P.(C) 5363/2020. 
21 Writ - C No. - 35340 of 2021. 
22 Convention on International Civil Aviation (adopted 7 December 1944, 

entered into force 4 April 1947) 15 UNTS 295 

<https://www.icao.int/publications/pages/doc7300.aspx.> accessed 19 June 
2024 
23 Convention on International Trade in Endangered Species of Wild Fauna 

and Flora (adopted 3 March 1973, entered into force 1 July 1975) 993 UNTS 

243 <https://www.cites.org/eng/disc/text.php. > accessed 19 June 2024. 
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border operations. The convention was adopted in 1973 and 

has been ratified by 183 parties as of 2022. 

3. United Nations Convention on the Law of the Sea 
(UNCLOS)24: UNCLOS, adopted in 1982, establishes the 

legal framework for the use of the world's oceans. While 
primarily dealing with maritime issues, UNCLOS could be 

relevant to drones used for maritime surveillance and 
monitoring of coastal areas. The convention defines 
maritime zones, rights and responsibilities of states, and 

provisions for protection of the marine environment. 

4. Protocol Additional to the Geneva Conventions of 12 

August 1949, and Relating to the Protection of Victims 
of Non-International Armed Conflicts (Protocol II)25: 
This protocol, adopted in 1977, addresses the protection of 

victims of non-international armed conflicts. While not 
directly related to drones, Protocol II underscores the 
importance of protecting civilians and civilian objects 

during armed conflicts, which could be relevant to the use 
of drones in conflict zones. It supplements the Geneva 

Conventions of 1949. 

5. The Wassenaar Arrangement26: The Wassenaar 
Arrangement is a multilateral export control regime 

established in 1996. It aims to promote transparency and 
responsibility in the transfer of conventional arms and 
dual-use goods and technologies. While not specific to 

drones, the Wassenaar Arrangement could be relevant to 
the export and transfer of drones equipped with certain 

technologies that could pose risks to international security. 

6. The Australia Group27: The Australia Group is another 
multilateral export control regime established in 1985. It 

 
24 United Nations Convention on the Law of the Sea (adopted 10 December 

1982, entered into force 16 November 1994) 1833 UNTS 3 

<https://www.un.org/depts/los/convention_agreements/texts/unclos/unclo

s_e.pdf. > accessed 18 June 2024. 
25 Protocol Additional to the Geneva Conventions of 12 August 1949, and 

Relating to the Protection of Victims of Non-International Armed Conflicts 
(Protocol II) (adopted 8 June 1977, entered into force 7 December 1978) 1125 

UNTS 609 <https://ihl-databases.icrc.org/applic/ihl/ihl.nsf/INTRO/475.> 

accessed 19 June 2024. 
26 Wassenaar Arrangement on Export Controls for Conventional Arms and 

Dual-Use Goods and Technologies established 1996) 
<https://www.wassenaar.org/.> accessed 19 June 2024. 
27 The Australia Group (established 1985) 

<https://www.dfat.gov.au/publications/minisite/theaustraliagroupnet/site/

en/index.html.> accessed 20 June 2024. 
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aims to prevent the proliferation of chemical and biological 
weapons. While not directly related to drones, the Australia 

Group could be relevant to drones equipped with 
technologies that could be used in the dissemination of 
chemical or biological agents. 

COMPARATIVE ANALYSIS OF DRONE REGULATIONS 

India’s drone regulations, governed primarily by the Directorate 

General of Civil Aviation (DGCA), share similarities with other 
countries' regulatory frameworks but also exhibit notable 
differences. Comparing these regulations with those in countries 

such as the United States, the European Union, and Australia 
highlights both strengths and areas for potential improvement in 
India’s approach. 

I. United States: Federal Aviation Administration 
(FAA) 

In the United States, the Federal Aviation Administration (FAA) 
regulates drone operations under Part 107 of the Federal 
Aviation Regulations. The FAA’s regulatory framework is 

comprehensive and includes several key requirements for 
drone operators28: 

1. Remote Pilot Certificate: Drone operators must pass 

an aeronautical knowledge test to obtain a Remote Pilot 
Certificate. This ensures that operators have a 

fundamental understanding of airspace regulations, 
weather, and operational safety. India could benefit from 
implementing a similar certification process to ensure 

that operators are adequately trained and 
knowledgeable. 

2. Low Altitude Authorization and Notification 
Capability (LAANC) System29: Similar to India's Digital 
Sky Platform, the FAA uses the LAANC system for real-

time airspace authorization. This system allows drone 
operators to request and receive approval to operate in 
controlled airspace within minutes. The system also 

 
28 Federal Aviation Administration, 'Part 107 - Small Unmanned Aircraft 

Systems' (Federal Aviation Administration, 2016) 

<www.faa.gov/uas/commercial_operators/part_107_rules> accessed 22 June 

2024. 
29 Federal Aviation Administration, 'Low Altitude Authorization and 

Notification Capability (LAANC)' (Federal Aviation Administration, 2020) 

<www.faa.gov/uas/programs_partnerships/data_exchange> accessed 22 

June 2024. 
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provides air traffic controllers with information about 

where and when drones will be operating, enhancing 
overall airspace safety. India's Digital Sky Platform could 
be further developed to provide similar real-time 

authorization and integration with manned aviation 
traffic management. 

3. Beyond-Visual-Line-of-Sight (BVLOS) and Night 
Operations: The U.S. regulations allow for more 
flexibility in terms of BVLOS operations and night flights, 

provided operators meet additional safety requirements, 
such as equipping drones with anti-collision lighting and 

demonstrating the ability to safely conduct BVLOS 
operations. India could consider adopting similar 
provisions to enable more advanced commercial drone 

operations while ensuring safety. 

II. European Union: European Union Aviation Safety 
Agency (EASA) 

The European Union’s drone regulations, overseen by the 
European Union Aviation Safety Agency (EASA)30, adopt a risk-

based approach that classifies drones into three categories: 
Open, Specific, and Certified. This classification system tailors 
regulations to the operational risk of drone activities. 

1. Risk-Based Classification: Instead of a weight-based 
classification system, EASA uses a risk-based approach 
to regulate drones. The Open category covers low-risk 

operations, the Specific category addresses medium-risk 
operations requiring authorization, and the certified 

category is for high-risk operations similar to manned 
aviation. This framework ensures that the level of 
regulatory scrutiny corresponds to the level of risk 

involved. India’s current weight-based classification 
could be enhanced by incorporating a risk-based 

framework to address various use cases more effectively. 

2. Operational Authorizations: For operations falling 
under the Specific category, operators must conduct a 

risk assessment and obtain operational authorization 
from the national aviation authority. This ensures that 
medium-risk operations are conducted safely and within 

 
30 European Union Aviation Safety Agency, 'Regulation (EU) 2019/947 on the 

Rules and Procedures for the Operation of Unmanned Aircraft' (European 

Union Aviation Safety Agency, 2020) <www.easa.europa.eu/regulations> 

accessed 21 June 2024. 
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established guidelines. India could adopt a similar 
requirement for higher-risk operations to enhance safety 

and accountability. 

3. Standard Scenarios31: EASA has developed standard 
scenarios for common types of drone operations, which 

streamline the authorization process by providing pre-
defined safety measures and risk assessments. 

Implementing standard scenarios in India could simplify 
the regulatory process for operators and regulatory 
authorities alike, promoting compliance and operational 

efficiency. 

III. Australia: Civil Aviation Safety Authority (CASA)32 

Australia’s Civil Aviation Safety Authority (CASA) has 

established a well-defined system for both commercial and 
recreational drone use, with a focus on safety and operator 

training. 

1. Mandatory Safety Training33: CASA requires 
commercial drone operators to complete mandatory 

safety training, ensuring they are well-versed in safety 
protocols and operational best practices. This 
comprehensive training program includes both 

theoretical knowledge and practical skills assessments. 
India’s regulations could benefit from more 

comprehensive training programs for drone operators, 
ensuring higher standards of operational safety. 

2. Easy-to-Navigate Online Portal: CASA’s online portal 

for drone registration and management is user-friendly 
and efficient, facilitating compliance for drone operators. 

The portal provides clear guidelines and resources for 
operators, including information on regulations, safety 
practices, and operational procedures. India’s Digital 

Sky Platform could be further developed to provide a 
similarly user-friendly experience, encouraging 

 
31 European Union Aviation Safety Agency, 'EASA Drone Categories' 
(European Union Aviation Safety Agency, 2021) 

<www.easa.europa.eu/domains/civil-drones-rpas/drones-regulatory-

framework-background/easa-drone-categories> accessed 21 June 2024. 
32 Civil Aviation Safety Authority, 'Drone Safety Rules' (Civil Aviation Safety 

Authority, 2021) <www.casa.gov.au/drones/rules> accessed 21 June 2024. 
33 Civil Aviation Safety Authority, 'Remotely Piloted Aircraft Systems (RPAS) 

Licensing and Training' (Civil Aviation Safety Authority, 2020) 

<www.casa.gov.au/drones/training-and-licensing> accessed 21 June 2024. 
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compliance and facilitating the management of drone 

operations. 

3. Operational Limitations and Safety Standards: 
CASA’s regulations include detailed operational 

limitations and safety standards, such as maintaining 
visual line-of-sight, maximum altitude restrictions, and 

no-fly zones. These standards are designed to minimize 
risks and ensure safe operations. India's regulations 
already include many similar provisions, but ongoing 

updates and refinements can help address new 
challenges and technologies. 

INTERNATIONAL BEST PRACTICES 

India can draw upon international best practices and regulatory 
models for drone operations to enhance its own framework. 

Countries such as the United States, United Kingdom, and 
Australia have implemented comprehensive regulatory regimes 
that balance innovation with safety, security, and privacy 

considerations. Key principles include risk-based regulations, 
mandatory training and certification for operators, real-time 

tracking and monitoring of drone flights, and strict enforcement 
mechanisms. 

"NO DRONE ZONES" IN INDIA 

In India, the Directorate General of Civil Aviation (DGCA) has 
established specific regulations regarding the operation of drones, 
particularly in areas designated as "No Drone Zones." These zones 

are critical for national security, public safety, and the protection 
of sensitive installations. Here is an elaborate explanation of the 

areas where drone operations are banned: 

1. Within 5 kilometers of airports: Drone operations are 
prohibited within a 5-kilometer radius of airports, including 

the civil enclave of defense airports. This restriction is 
crucial to ensure the safety of manned aircraft taking off 

and landing at airports. 

2. Within 50 kilometers along the India-Pakistan border: 
To prevent unauthorized surveillance and protect national 

security, drone operations are not allowed within 50 
kilometers along the India-Pakistan border. This restriction 
helps in maintaining border security and preventing any 

potential threats. 
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3. Within 500 meters from the perimeter of strategic 
locations: Certain strategic locations such as Vijay Chowk 

in Delhi, State Secretariat Complex in State Capitals, and 
vital military installations are off-limits for drone operations 
within 500 meters from their perimeter. This restriction is 

in place to safeguard these critical areas from any potential 
security breaches. 

4. Within 3 kilometers from the perimeter of military 
installations: To protect military installations from 
unauthorized surveillance and potential security threats, 

drone operations are prohibited within 3 kilometers from 
the perimeter of military installations. Any drone activity in 
these areas requires prior approval from the Ministry of 

Defence or the local military authority. 

5. Within 3 kilometers from the international border: 

Drones are not allowed to be flown within 3 kilometers from 
the international border. This restriction is crucial for 
maintaining border security and preventing any 

unauthorized activities along the border areas. 

These restrictions are essential to ensure the safety and security 
of sensitive areas and installations. Drone operators must adhere 

to these regulations and obtain the necessary approvals before 
conducting any drone operations in these restricted zones to avoid 

legal repercussions and ensure the safety of national interests. 

RECOMMENDATIONS FOR ENHANCING THE REGULATORY 
FRAMEWORK 

To address the challenges associated with drone operations in 
India, the following recommendations are proposed: 

1. Strengthen Safety Standards: Enhance safety regulations 
and enforcement mechanisms to minimize the risk of 
accidents and ensure compliance with international 

aviation standards. 

2. Enhance Security Measures: Implement robust security 
protocols, including mandatory registration of drones, 

background checks for operators, and monitoring of drone 
activities to prevent misuse and unauthorized intrusions. 

3. Safeguard Privacy Rights: Introduce stricter privacy 
regulations to protect individuals' rights against 
unwarranted surveillance, data collection, and 

infringement of privacy in public and private spaces. 
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4. Promote Public Awareness: Conduct public awareness 

campaigns to educate citizens about the safe and 
responsible use of drones, their rights and obligations, and 
the regulatory framework governing drone operations. 

FUTURE TRENDS 

The future of drone technology and regulations is poised for 

significant advancements, driven by emerging technologies and 
evolving regulatory landscapes. Several trends are likely to shape 
the future of drone operations in India and globally. 

1. Emerging Technologies: One of the most anticipated 
developments is the integration of artificial intelligence 

(AI) and machine learning (ML) into drone operations. AI 
and ML can enhance the capabilities of drones in areas 
such as autonomous navigation, obstacle detection, and 

decision-making. These technologies will enable more 
complex missions, such as precision agriculture, where 
drones can analyze crop health and apply treatments 

autonomously, and in delivery services, where drones 
can optimize delivery routes in real-time. 

2. Regulatory Changes: As drone technology evolves, 
regulatory frameworks will need to adapt to address new 
challenges and opportunities. The concept of Unmanned 

Traffic Management (UTM) systems is gaining traction, 
with initiatives underway to develop air traffic 
management systems specifically for drones. These 

systems will facilitate the safe integration of drones into 
national airspace by providing real-time information on 

air traffic, weather conditions, and restricted areas. 
India’s Digital Sky Platform could evolve into a 
comprehensive UTM system, enhancing coordination 

and safety. 
3. Impact on Various Sectors: Drones are set to 

revolutionize multiple sectors, including agriculture, 
delivery services, and surveillance. In agriculture, 
drones will play a crucial role in precision farming, 

enabling farmers to monitor crops, apply pesticides, and 
manage irrigation with greater accuracy. This will lead 
to increased crop yields and reduced resource 

consumption. 
4. In delivery services, companies like Amazon and Google 

are already testing drone delivery systems. Drones offer 
the potential for faster and more efficient delivery of 
goods, particularly in remote or congested areas. India's 

regulatory framework will need to accommodate these 
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developments by establishing clear guidelines for 
commercial drone deliveries, including safety standards 

and airspace management. 
5. In surveillance, drones will continue to be used for 

monitoring critical infrastructure, disaster response, 

and law enforcement. However, the increased use of 
drones for surveillance raises privacy and security 

concerns. Future regulations will need to strike a 
balance between leveraging drones for public safety and 
protecting individuals’ privacy rights. 

CONCLUSION 

The legal framework for drone operations in India has undergone 
significant development to address safety, security, and privacy 

concerns while fostering innovation and economic growth. The 
introduction of the Drone Rules 2022 and the establishment of 

the Digital Sky Platform represent crucial steps towards 
regulating drone operations effectively. However, challenges 
remain in ensuring the comprehensive implementation and 

enforcement of these regulations, particularly in light of rapid 
technological advancements and emerging threats. 

To enhance the regulatory framework, it is essential to strengthen 

safety standards, enhance security measures, safeguard privacy 
rights, and promote public awareness. By adopting a holistic 

approach that combines regulatory measures with public 
education and international cooperation, India can establish a 
robust framework for responsible and sustainable drone 

operations. Moreover, the judiciary has played a crucial role in 
interpreting and upholding the legal principles related to drone 

operations, as evidenced by various landmark judgments. These 
judgments have emphasized the importance of balancing security 
concerns with individual privacy rights and have underscored the 

need for clear guidelines and oversight in drone operations. 

The future of drone technology holds immense promise, with 
advancements such as AI, ML, and UTM systems poised to 

revolutionize the industry. To capitalize on these advancements, 
India must continually evolve its regulatory framework to address 

emerging challenges and opportunities. Recommendations for 
enhancing India's drone regulations include implementing more 
rigorous training and certification requirements for operators, 

adopting a risk-based classification system, and developing a 
comprehensive UTM system. By aligning its regulatory approach 

with international best practices, India can create a conducive 
environment for the growth of its drone industry; ensuring safety, 
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security, and privacy are upheld while promoting innovation and 

economic growth 

 


